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Abstract— We previously evaluated � ve retransmission
schemesin non-failur e scenarios for transport protocols that
support multihoming. In this paper, we intr oduce� ve additional
retransmission schemes,and evaluate all ten schemesunder
both non-failur e and failur e scenarios.We show that the best
retransmission policy dictates that (a) new data transmissions
and fast retransmissionsshould be sent to the same peer IP
address,and (b) timeout retransmissionsshould be sent to an
alternate peer IP address.This policy performs best if combined
with our Multiple Fast Retransmit algorithm.

I . INTRODUCTION

Multihoming amongnetworked machinesis a technologi-
cally feasibleandincreasinglyeconomicalproposition.A host
is multihomedif it canbeaddressedby multiple IP addresses,
as is the casewhenthe hosthasmultiple network interfaces.
Thoughfeasibility alonedoesnot determineadoptionof an
idea, multihoming can be expected to be the rule rather
than the exception in the near future. For instance,cheaper
accessto the Internetwill motivatecontentprovidersto have
simultaneousconnectivity through multiple ISPs.More and
more homeuserswill have wired and wirelessconnections.
Furthermore,wireless devices may be simultaneouslycon-
nectedthroughmultiple accesstechnologies.Multihoming is
improving a host's fault toleranceat an increasinglyeconom-
ical cost.

The currenttransportprotocolworkhorses,TCP andUDP,
areignorantof multihoming;TCPallows bindingto only one
network addressat eachendof a connection.WhenTCPwas
designed,network interfaceswereexpensivecomponents,and
hencemultihomingwasbeyondthekenof research.Lowering
interfacecostsanda desirefor networked applicationsto be
fault tolerantat anend-to-endlevel havebroughtmultihoming
within the purview of the transportlayer.

Two recent transportlayer protocols,the StreamControl
TransmissionProtocol (SCTP) [6], [10] and the Datagram
CongestionControl Protocol(DCCP) [8] supportmultihom-

Preparedthrough collaborative participationin the Communicationsand
Networks Consortiumsponsoredby theU.S.Army ResearchLaboratoryun-
der theCollaborative TechnologyAlliance Program,Cooperative Agreement
DAAD19-01-2-0011.The U.S. Governmentis authorizedto reproduceand
distribute reprints for Governmentpurposesnotwithstandingany copyright
notationthereon.

Supportedin part by the University ResearchProgramof CiscoSystems,
Inc.

ing at the transportlayer. The motivation for multihomingin
DCCP is mobility, while SCTP is driven by a broaderand
moregenericapplicationbase,which includesfault tolerance
andmobility. Of thetwo, we useSCTPprimarily becauseour
focusis on fault tolerance,but theresultsandconclusionspre-
sentedin this papershouldbeapplicablein generalto reliable
SACK-basedtransportprotocolsthat supportmultihoming.

SCTP, an IETF standardstrack transport layer protocol,
allows binding of one transport layer association(SCTP's
termfor a connection)to multiple IP addressesat eachendof
the association.This � to � binding allows an SCTPsender
to senddatato a multihomedreceivervia differentdestination
addresses.For example,an SCTPassociationbetweenhosts

�

and � in Figure1 could be boundto both IP addressesat
eachhost: ���
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Fig. 1. Examplemultihoming topology

Currently, SCTP usesmultihoming for redundancy pur-
posesonly andnot for concurrentmultipathtransfer[7]. Each
endpointchoosesa singlepeerIP addressastheprimarydes-
tination address,which is usedfor transmissionof new data.
Retransmitteddataaresentto analternatepeerIP address(es).
RFC2960[10] statesin Section6.4 that “when its peer is
multihomed,anendpointSHOULD try to retransmit[data] to
an active destinationtransportaddressthat is different from
the last destinationaddressto which the [data] wassent.”

SCTP's currentretransmissionpolicy attemptsto improve
the chanceof successby sendingall retransmissionsto an
alternatepeer IP address[9]. The underlying assumption
is that loss indicates either that the network path to the
primary destinationis congested,or the peerIP addressused
is unreachable.Hence,SCTPretransmitsto an alternatepeer
IP addressin attemptto avoid anotherlossof the samedata.
We haveshown previously thatSCTP's currentretransmission



policy in RFC2960actually degradesperformancein some
circumstances[4]. Wealsoexploredalternativeretransmission
schemes,and concludedthat bestperformanceoccursif our
Multiple Fast Retransmitalgorithm is usedand lost dataare
retransmittedto thesamepeerIP addressto which they were
originally sent[3].

However, our previous resultsassumereachabilityof all
peerIP addressesat all times(i.e., no failures).In this paper,
we evaluateretransmissionschemesduring failure scenarios.
We also introduce � ve additional schemes,resulting in a
total of ten retransmissionschemesthat we evaluatein both
non-failure and failure scenarios.We show that the best
retransmissionpolicy dictatesthat (a) new datatransmissions
and fast retransmissionsshouldbe sent to the samepeerIP
address,and(b) timeoutretransmissionsshouldbe sentto an
alternatepeerIP address.We �nd this policy to performbest
if combinedwith our Multiple FastRetransmitalgorithm.

We begin in Section II by describingthe retransmission
schemesevaluatedin this paper. We comparatively evaluate
theseschemesusing ns-2 simulation as describedin Sec-
tion III. The resultsand analysisof non-failure and failure
scenariosarepresentedin SectionIV andSectionV, respec-
tively. SectionVI concludesthe paperand discussesfuture
work.

I I . RETRANSMISSION SCHEMES

Thetenretransmissionschemesevaluatedarecombinations
of the following threepoliciesand threealgorithms.

A. Policies

1) AllRtxAlt - All retransmissionsaresentto an alternate
destination.This policy representsSCTPRFC2960and
attemptsto bypasstransientnetwork congestionand
path failures.A drawback is that alternatedestinations
often have overly conservative (i.e., too large) RTOs,
which signi�cantly degrades performance when
retransmissionsof lost packets themselvesare lost [4].

2) AllRtxSame- All retransmissionsaresentto the same
destination.This policy often improves performance
in non-failure scenariosby using the destinationwith
the most accurateRTO [4]. However, if the primary
destinationbecomesunreachable,this policy will not
successfullydeliver any data until the senderdetects
failure and fails over to an alternatedestination.

3) FrSameRtoAlt- Fast retransmissionsare sent to the
samedestination,and timeout retransmissionsare sent
to an alternatedestination.This policy is introducedin
this paperas a compromisebetweenthe two policies
above. Fast retransmissionsare generally causedby

network congestion,whereastimeoutsmay be caused
by eitherseverecongestionor path failure.

B. Algorithms

1) HeartbeatAfter RTO (HAR) - In addition to normal
timeout behavior, a heartbeat(control probenormally
sent to each idle destination for RTT measurement
and reachability status) is sent immediately to the
destinationonwhicha timeoutoccurred.Thisalgorithm
is useful to obtainmoreRTT measurementsandhence
a more accurateRTO settingfor alternatedestinations
that experiencetimeouts.This algorithm appliesonly
to AllRtxAlt and FrSameRtoAltpolicies, becauseit
offers no bene�ts to AllRtxSame.

2) Timestamps (TS) - Similar to TCP's timestamp
option, each packet includes a 12-byte timestamp
to eliminate the retransmission ambiguity. Thus,
Karn's algorithm can be eliminated, and successful
retransmissionson alternate paths can be used to
obtainRTT measurements.This algorithmappliesonly
to AllRtxAlt and FrSameRtoAltpolicies, becausethe
packet overheadis not worth the limited performance
gain (if any) for AllRtxSame.

3) Multiple FastRetransmit(MFR) - Thesendermaintains
extra recovery state to allow lost fast retransmissions
to be fast retransmittedagain.Thus,MFR reducesthe
number of timeouts. This algorithm applies only to
AllRtxSameandFrSameRtoAltpolicies,becauseusing
it with AllRtxAlt may often generatespurious fast
retransmissions.

C. Schemes

1) AllRtxAlt (i.e., original SCTP)
2) AllRtxAlt+HAR
3) AllRtxAlt+TS
4) AllRtxSame
5) AllRtxSame+MFR
6) FrSameRtoAlt
7) FrSameRtoAlt+HAR
8) FrSameRtoAlt+TS
9) FrSameRtoAlt+MFR

10) FrSameRtoAlt+MFR+HAR

Furthermotivation and details about theseretransmission
policiesandalgorithmscanbe found in [3].

I I I . METHODOLOGY

We evaluatethe ten retransmissionschemesdescribedin
SectionII using University of Delaware's SCTPmodule[5]
for thens-2network simulator[1]. Figure2 illustratesthenet-
work topologyused.Thecorelinks havea 10Mbpsbandwidth



and a 25msone-way delay. Eachrouter, � , is attachedto a
dual-homednode(

�

or � ) via an edgelink with 100Mbps
bandwidthand10msone-way delay. Theend-to-endone-way
delayis 45ms,which approximatesreasonableInternetdelays
for distancessuchascoast-to-coastof thecontinentalUS,and
easternUS to/from westernEurope.

Fig. 2. Simulationnetwork topology

The SCTPsender,
�

, hastwo paths(labeledPrimary and
Alternate) to the SCTP receiver, � . We introduceuniform
loss on thesepaths(0-10% eachway) at the core links. We
realizethat a more realistic approachwould be to introduce
only congestioninducedlossby simulatingself-similarcross-
traf�c. Ourpreviousresultsweregatheredusingthis technique
with a dual-dumbbelltopology [3], [4]. However, the simu-
lation time for this techniquewas too time consumingand
impractical.We did comparerepresentative simulationsusing
uniform lossversussimulationsusingcross-traf�c basedloss,
andour analysisremainsunchanged.We thereforeproceeded
with uniform loss on the pathsinsteadof cross-traf�c based
loss.

We simulatea 4MB �le transferwith andwithout failure.
Thefailurescenariohasa bi-directionalfailureon theprimary
path occurring at time = 4 secondsinto the transfer (with
0% loss on the primary path,about53% of the �le transfer
is completeby this time), and remaining until the end of
the simulation.The failure is simulatedby a link breakage
betweenthe routers on the primary path. The three input
parametersfor each simulation are the primary path's loss
rate,the alternatepath's lossrate,andoneof the ten retrans-
missionschemes.Eachparameterset is simulatedwith 120
different seeds.Our resultsexclude the few simulationsthat
were unableto successfullyestablishan associationdue to
lossconditions.

IV. NON-FAILURE SCENARIOS

We collectedresults for 0-10% loss on the primary and
alternatepaths,but dueto spaceconstraintsin this paper, we
do not include all resultsfor non-failure scenarios.Figure 3
illustratesthe resultsfor 1-9% primary path loss rates.For
eachgraphin Figure3, the alternatepath's lossrateis varied
on the � -axis, rangingfrom 0-10%.The graphsin Figure 3
comparetheaveragetransfertime of a 4MB �le usingSCTP's

currentretransmissionscheme(AllRtxAlt) versus� ve of the
remainingnine schemes.The schemescomparedin Figure3
are the best performing schemesof each retransmission
policy: AllRtxAlt+HAR, AllRtxAlt+TS, AllRtxSame+MFR,
FrSameRtoAlt+MFR,FrSameRtoAlt+MFR+HAR.

We ensurestatistical con�dence by calculating the 90%
con�dence interval with an acceptableerror of 10% of the
mean.The 90% con�dence intervals are not shown in the
graphs for clarity. These intervals vary for different loss
ratesand retransmissionschemes,but on averagethe 90%
con�dence interval is about+/- 2 secondsaroundthe mean.
The largest90% con�denceinterval is about+/- 13 seconds
aroundthemean;asexpected,largercon�denceintervalstend
to be for higher loss rates.

Figure 3 clearly shows that AllRtxAlt performsthe worst
overall. This schemedoeswell when the alternatepath loss
rate is very low, but its performancedegradesrapidly as the
alternatepath loss rate increases.We have previously shown
that this behavior is dueto overly conservative RTOs for the
alternatedestination.In otherwords,thealternatedestination
doesnot have enoughtraf�c that can gatherRTT measure-
ments.Thus,if a retransmissionon the alternatepath is lost,
it will eventually timeout, double the alternatedestination's
RTO, andbe retransmittedon the primary path.The doubled
RTO is only reduced when a new RTT measurementis
obtainedfor thealternatedestination,but heartbeats(normally
sentapproximatelyevery 30 seconds)are the only traf�c on
the alternatepath that canmeasurethe RTT [4].

TheHAR andTS algorithmsdramaticallyimprove AllRtx-
Alt' s performance,but AltRtxAlt+HAR andAltRtxAlt+TS do
not perform well when the primary path loss rate is 1-5%
and the alternatepath loss rate is greaterthan the primary's.
Increasingthe numberof RTT measurementsmay alleviate
the overly conservative RTO issue,but it cannotavoid the
drawbackof retransmittingon an alternatepathwith a higher
loss rate than the primary path.

AltRtxSame(not shown) and AltRtxSame+MFRalso im-
prove performance,but suffer nearly the oppositeproblem.
They do not perform well when the primary path loss rate
is larger than the alternate's. Furthermore,whenthe primary
path lossrate is greaterthan8%, they performpoorly for all
alternatepath loss rates.

The FrSameRtoAlt policy is intended to be a com-
promise between the other two policies. Figure 3 shows
thatFrSameRtoAlt+MFRandFrSameRtoAlt+MFR+HARal-
most always performs about the same or better than Al-
tRtxSame+MFR.Most of the time, FrSameRtoAlt+MFRand
FrSameRtoAlt+MFR+HARalso perform the sameor better
than AllRtxAlt+HAR and AllRtxAlt+TS. AllRtxAlt+HAR
and AllRtxAlt+TS perform the bestonly when the alternate
path loss rate is signi�cantly less (generallyhalf) than the
primary's.
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Fig. 3. File transfertime with no failure for primary path lossrates1-9%

At low primary path loss rates, most of the lossesare
detectedby fast retransmit.Hence,FrSameRtoAltwill send
mostof its lostpacketsto thesamedestinationasAllRtxSame,
thus experiencingsimilar results.Furthermore,the fast re-
transmissionsdo not suffer, as they would with AllRtxAlt,
from overly conservative RTOs for the alternatedestination.

As the loss rate on the primary path increasesrelative to
the alternatepath, it becomesmore sensibleto alleviate the
loss conditionsby retransmittingto the alternatepath. As a
result, AllRtxSamesuffers at higher primary path loss rates
by not using the alternatepath.In contrast,FrSameRtoAltis
able to alleviate severe loss conditionsby sendingtimeout
retransmissionsto the alternatepath. SinceAllRtxAlt sends
all retransmissionsto thealternatepath,it performsbestwhen
lossconditionson theprimaryaresigni�cantly worsethanthe
alternate.

We concludethatFrSameRtoAltis thebestoverallpolicy in
non-failure scenarios.The MFR and MFR+HAR algorithms

provide the best improvementto the policy, but the bene�ts
of MFR+HAR areonly visible at 7-10%primary path loss.

V. FAILURE SCENARIOS

We usetwo metricsto evaluatetheretransmissionschemes
in failure scenarios:failure detectiontime and �le transfer
time.

A. Failure DetectionTime

Failure detection time is the time period from when a
failureoccursto whentheSCTPsenderdetectsthefailure.In
thecurrentRFC2960,eachSCTPendpointusesboth implicit
andexplicit probesto dynamicallydeterminethe reachability
of its peer's IP addresses.Transmitteddataserve as implicit
probesto a destination(generally, the primary destination),
while explicit probes,called heartbeats,periodically probe
idle destinations.Eachtimeout (for dataor heartbeats)on a
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Fig. 4. Failure detectiontime for primary path lossrates0-2%, 4-6%, and8-10%

particulardestinationincrementsan error count for that des-
tination. The error countper destinationis clearedwhenever
dataor a heartbeatsent to that destinationis acked. A des-
tination is marked as failed when its error countexceedsthe
Path.Max.Retrans(PMR)parameter. If theprimarydestination
fails, the senderfails over to an alternatedestinationaddress
andcontinuesprobingtheprimarydestinationwith heartbeats.
This alternatedestination,however, does not become the
new primary destination.The primary destinationremains
unchangedto allow a senderto resumesendingnew data
to the primary destinationif andwhen a future probeto the
primary destinationis successfullyacked.

Our simulationsuse the parametersettingsrecommended
in RFC2960:minimum RTO �

�

second,maximum RTO
����� seconds,and PMR ��� . Using thesedefaults, the �rst
timeout towardsfailure detectiontakes 1 secondin the best
case.Then, the exponentialback-off proceduredoublesthe
RTO on eachsubsequenttimeout towards failure detection.
With PMR ��� , six consecutive timeoutsareneededto detect

failure, taking at least
�����������! ��"�

�

�$#��

�%�

#

seconds.
In the worst case,the �rst timeout takesthe maximumof 60
seconds,and the failure detectiontime takes �'&(�)���

#

���

seconds.

Figure 4 plots the average failure detection times for
primary path loss rates of 0-2%, 4-6%, and 8-10% (the
otherswere omitted due to spaceconstraints).Again, 90%
con�dence intervals were measured,but are not shown. The
results show that the HAR algorithm lowers the average
failure detectiontime below the theoreticalbest casetime.
The HAR algorithm interfereswith the exponentialbackoff
procedurein the failure detectionmechanism.Some RTO
periodsexperiencemore than one timeout: one for dataand
one for a heartbeat.TheseRTO periods double count the
errors for the failed destination,causingfailure detectionto
occurin fewer RTO periodsandsoonerthanthe expected63
seconds.Although faster failure detectionis desirable,this
algorithm doesnot correctly follow the conservative nature
of the exponentialbackoff procedure.



AllRtxSame (not shown) and AllRtxSame+MFR are the
only schemesable to achieve the theoreticalbestcasedetec-
tion time of 63 secondsat 0% primary path loss. For these
schemes,the averagefailure detectiontime is independent
of the alternatepath loss rate, but increasesas the primary
path loss increases.The reasonfor the increaseis dueto the
increasedpossibilityof a timeoutimmediatelybeforea failure
occurs.In sucha case,the failure detectionmay increaseas
follows. The timeout causesthe primary destination's RTO
to be doubledand the lost packet to be retransmittedto the
primarydestination.Thentheackfor theretransmissionclears
theprimarydestination's error count,but doesnot provide an
RTT measurementto reducethe RTO. If the failure occurs
before an RTT measurementis obtained for the primary
destination,thenthesix consecutive timeoutsneededto detect
failurewill now take

�*�+�,�- ,�!�

�

�-#��*�

���.�

���)�

seconds!

On the other hand, the other schemes'failure detection
times are in�uenced by the loss rateson both the primary
and alternatepaths.The primary path's in�uence on failure
detection time is similar to that of AllRtxSame and All-
RtxSame+MFR(explained above). Figure 4 shows that for
AllRtxAlt, AllRtxAlt+TS, and FrSameRtoAlt+MFRthe best
casefailuredetectiontime is 64seconds– only slightly longer
than the theoreticalminimum. This best caseoccurswhen
both the primary andalternatepath loss ratesare0%. While
the primary path's loss rate remains0%, the averagefailure
detectiontimes reachas high as 72, 64, and 72 secondsfor
AllRtxAlt, AllRtxAlt+TS, and FrSameRtoAlt+MFR,respec-
tively. Sincenew datamay not be transmittedto the primary
destinationuntil all queuedretransmissionson the alternate
path have been sent, the failure detection times for these
schemesdependon the quality of the alternatepath. If the
alternatepath's lossrateis high, it will take moretime to send
the retransmissions,and thus will increasefailure detection
time.

The exceptionto this trend for AllRtxAlt, AllRtxAlt+TS,
and FrSameRtoAlt+MFRis that the failure detectiontime
actually decreaseswhen both the primary and alternatepath
loss ratesare high (seeFigure 4's graph for 10% primary
path loss).This anomalyis causedby the interactionof the
two scenariosdescribedabove for dependency on primary
and alternatepath loss rates. The longer detection times
at higher primary path loss rates are offset when losses
on the alternatepath causesa signi�cant number of lost
retransmissionsto be re-retransmittedon the primary path.If
thesere-retransmissionsget lost and timeout on the primary
path, the primary destination's error count is incremented
again.As a result, failure detectionhappenssooner.

Overall, AllRtxSame+MFRdetectsfailure fasterandmore
consistentlythan AllRtxAlt, AllRtxAlt+TS, and FrSameR-
toAlt+MFR, but the drawback is that the senderdoes not
successfullydeliver any datauntil the entire failure detection
processcompletesand failover occurs. In our simulations

with 0% primary loss, the senderhas 30 lost data packets
outstandingwhen failure occurs.AllRtxAlt, AllRtxAlt+TS,
andFrSameRtoAlt+MFRall successfullyretransmitthese30
packetsafter the �rst timeoutin the failuredetectionprocess,
thus delaying them by only 1 second.On the other hand,
AllRtxSame+MFR successfullyretransmitsthe 30 packets
afterthefailuredetectioncompletes,delayingthemby at least
63 seconds!

B. File TransferTime

Figure5 plots the transfertimes for failure scenarioswith
primary path loss ratesof 0-2%, 4-6%, and 8-10%. In these
transfers,the sendertransmitsdata to the primary for the
�rst 4 secondsandthena failure occurson the primary path.
Eventually, the senderfails over to the alternatedestination
address,and resumessending until the 4MB �le transfer
completes.

The results show that AllRtxAlt+HAR and FrSameR-
toAlt+MFR+HAR provide the bestthroughputin failure sce-
narios,but this is due to the HAR algorithm. As explained
in SectionV-A, the HAR algorithmdetectsfailure faster, but
interfereswith the conservative failure detectionprocess.

AllRtxAlt andAllRtxAlt+TS performtheworst.Their poor
performanceis attributedto lower throughputduringthenon-
failureportionof thetransfer(seeFigure3) andlongerfailure
detectiontimes(seeFigure4).

As Figure 5 shows, AllRtxSame+MFRperformsslightly
better than FrSameRtoAlt+MFR.Note, however, that in our
simulations, at least half of the 4MB �le is left to be
transferredafter the failure occurs.With sucha large amount
remaining to be sent, plenty of time is left to close any
gapsin performance.ConsideringAllRtxSame+MFR's lack
of transferprogressduring failure detection,we argue that
FrSameRtoAlt+MFRwould provide betterperformanceif the
transfer were closer to completion at the time of failure.
Therefore,we concludethat FrSameRtoAlt+MFRprovides
the bestoverall performanceduring failure scenarios.

VI . CONCLUSION AND FUTURE WORK

We have concluded that FrSameRtoAlt+MFR and Fr-
SameRtoAlt+MFR+HARare the best performing retrans-
mission schemesin non-failure scenarios,and FrSameR-
toAlt+MFR is the best in failure scenarios.Therefore,we
concludethat FrSameRtoAlt+MFRprovides the bestoverall
performanceunderthe conditionsevaluated.

Future work is to evaluate the retransmissionschemes
in network topologies that have different bandwidth-delay
productson the primary and alternatepaths. Multihoming
with two interfacesper endpoint,as done in this paper, is
a specialcaseof mulithoming. The degree of multihoming
shouldbe increasedbeyond two per endpointto ensurethat
the trendsremainthe samefor / interfacesper endpoint.
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Fig. 5. File transfertime with failure for primary path loss rates0-2%, 4-6%, and8-10%
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