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Abstract—We previously evaluated ve retransmission
schemesin non-failure scenarios for transport protocols that
support multihoming. In this paper, we intr oduce ve additional
retransmission schemes,and evaluate all ten schemesunder
both non-failure and failur e scenarios.We show that the best
retransmission policy dictates that (a) new data transmissions
and fast retransmissionsshould be sent to the same peer IP
address,and (b) timeout retransmissionsshould be sentto an
alternate peer IP address.This policy performs bestif combined
with our Multiple Fast Retransmit algorithm.

|. INTRODUCTION

Multihoming amongnetworked machinesis a technologi-
cally feasibleandincreasinglyeconomicaproposition. A host
is multihomedif it canbe addressetly multiple IP addresses,
asis the casewhenthe hosthasmultiple network interfaces.
Though feasibility alone doesnot determineadoptionof an
idea, multihoming can be expectedto be the rule rather
than the exceptionin the nearfuture. For instance,cheaper
accesgo the Internetwill motivate contentprovidersto have
simultaneousconnectvity through multiple ISPs. More and
more home userswill have wired and wirelessconnections.
Furthermore,wireless devices may be simultaneouslycon-
nectedthroughmultiple accesgechnologiesMultihoming is
improving a host's fault toleranceat an increasinglyeconom-
ical cost.

The currenttransportprotocolworkhorses,TCP and UDP,
areignorantof multihoming; TCP allows bindingto only one
network addressat eachendof a connectionWhenTCP was
designednetwork interfaceswvereexpensve componentsand
hencemultihomingwasbeyondthe kenof researchLowering
interface costsand a desirefor networked applicationsto be
faulttolerantatanend-to-endevel have broughtmultihoming
within the purview of the transportlayer

Two recenttransportlayer protocols,the StreamControl
TransmissionProtocol (SCTP) [6], [10] and the Datagram
CongestionControl Protocol (DCCP) [8] supportmultihom-
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ing at the transportiayer. The motivation for multihomingin
DCCP is mobility, while SCTPis driven by a broaderand
more genericapplicationbase which includesfault tolerance
andmobility. Of thetwo, we useSCTPprimarily becauseur
focusis onfaulttoleranceput theresultsandconclusiongre-
sentedn this papershouldbe applicablein generalo reliable
SACK-basedtransportprotocolsthat supportmultihoming.

SCTR an IETF standardstrack transportlayer protocol,
allows binding of one transportlayer association(SCTPS
termfor a connectionYo multiple IP addresseat eachendof
the associationThis to  binding allows an SCTPsender
to senddatato a multihomedrecever via differentdestination
addressed-or example,an SCTP associatiorbetweenhosts

and in Figurel could be boundto both IP addressest
eachhost: . Suchan associationwould
allow datatransmissiorfrom host to host to be sentto
either  or

Fig. 1. Examplemultihomingtopology

Currently SCTP uses multihoming for redundang pur-
poseonly andnot for concurrenmultipathtransfer[7]. Each
endpointchooses singlepeerlP addressasthe primary des-
tination addresswhich is usedfor transmissiorof new data.
Retransmittedlataaresentto analternatepeerlP address(es).
RFC2960[10] statesin Section6.4 that “when its peeris
multihomed,anendpointSHOULD try to retransmifdata]to
an active destinationtransportaddresshat is different from
the last destinationaddresgo which the [data] was sent!

SCTPS currentretransmissiompolicy attemptsto improve
the chanceof successhy sendingall retransmissiongo an
alternate peer IP address[9]. The underlying assumption
is that loss indicates either that the network path to the
primary destinationis congestedor the peerlP addressused
is unreachableHence,SCTPretransmitdo an alternatepeer
IP addresdn attemptto avoid anotherloss of the samedata.
We have shawvn previously that SCTPS currentretransmission



policy in RFC2960actually degradesperformancein some

circumstanceft]. We alsoexploredalternatve retransmission

schemesand concludedthat bestperformanceoccursif our
Multiple FastRetransmitalgorithmis usedand lost dataare
retransmittedo the samepeerIP addresgo which they were
originally sent[3].

However, our previous results assumereachability of all
peerlP addresseat all times(i.e., no failures).In this paper
we evaluateretransmissiorschemesluring failure scenarios.
We also introduce ve additional schemesresulting in a
total of ten retransmissiorschemeshat we evaluatein both
non-failure and failure scenarios.We shav that the best

retransmissiorpolicy dictatesthat (a) new datatransmissions

and fast retransmissionshould be sentto the samepeer|P
addressand (b) timeoutretransmissionshouldbe sentto an
alternatepeerIP addressWe nd this policy to performbest
if combinedwith our Multiple FastRetransmitalgorithm.

We begin in Sectionll by describingthe retransmission

schemesevaluatedin this paper We comparatiely evaluate
these schemesusing ns-2 simulation as describedin Sec-
tion Ill. The resultsand analysisof non-failure and failure
scenariosare presentedn SectionlV and SectionV, respec-
tively. SectionVI concludesthe paperand discusseduture
work.

Il. RETRANSMISSION SCHEMES

Thetenretransmissioschemesvaluatedarecombinations
of the following threepolicies andthreealgorithms.

A. Policies

1) AlIRtxAlt - All retransmissionare sentto an alternate
destinationThis policy representSCTPRFC2960and
attemptsto bypasstransientnetwork congestionand
pathfailures.A drawvbackis that alternatedestinations
often have overly consenrative (i.e., too large) RTOs,
which signicantly degrades performance when
retransmissionsf lost pacletsthemselesarelost [4].

2) AlIRtxSame- All retransmissionare sentto the same
destination. This policy often improves performance
in non-failure scenariosby using the destinationwith
the most accurateRTO [4]. However, if the primary
destinationbecomesunreachablethis policy will not
successfullydeliver ary data until the senderdetects
failure andfails over to an alternatedestination.

3) FrSameRtoAlt- Fast retransmissionsare sentto the
samedestination,and timeout retransmissionare sent
to an alternatedestination.This policy is introducedin
this paperas a compromisebetweenthe two policies
above. Fast retransmissionsare generally causedby

network congestionwhereastimeoutsmay be caused
by either severe congestionor pathfailure.

B. Algorithms

1) HeartbeatAfter RTO (HAR) - In addition to normal
timeout behavior, a heartbeat(control probe normally
sent to eachidle destinationfor RTT measurement
and reachability status) is sent immediately to the
destinatioron which atimeoutoccurred.This algorithm
is usefulto obtainmore RTT measurementand hence
a more accurateRTO settingfor alternatedestinations
that experiencetimeouts. This algorithm appliesonly
to AlIRtxAlt and FrSameRtoAltpolicies, becauseit
offers no bene ts to AllRtxSame.

2) Timestamps (TS) - Similar to TCP's timestamp
option, each paclet includes a 12-byte timestamp
to eliminate the retransmission ambiguity Thus,
Karn's algorithm can be eliminated, and successful
retransmissionson alternate paths can be used to
obtainRTT measurementd.his algorithmappliesonly
to AlIRtxAlt and FrSameRtoAltpolicies, becausethe
paclet overheadis not worth the limited performance
gain (if any) for AllRtxSame.

3) Multiple FastRetransmi{MFR) - The sendemaintains
extra recovery stateto allow lost fast retransmissions
to be fastretransmittedagain. Thus, MFR reducesthe
number of timeouts. This algorithm applies only to
AlIRtxSameand FrSameRtoAltpolicies,becausaising
it with AlIRtxAlt may often generatespurious fast
retransmissions.

C. Sthemes

1) AlIRtxAlt (i.e., original SCTP)
2) AlIRtxAlt+HAR

3) AlIRtXAIt+TS

4) AlIRtxSame

5) AlIRtxSame+MFR

6) FrSameRtoAlt

7) FrSameRtoAlt+HAR

8) FrSameRtoAlt+TS

9) FrSameRtoAlt+MFR

10) FrSameRtoAlt+MFR+HAR

Further motivation and details abouttheseretransmission
policiesand algorithmscan be found in [3].

I1l. METHODOLOGY

We evaluatethe ten retransmissiorschemesdescribedin
Sectionll using University of Delavare's SCTP module[5]
for the ns-2network simulator[1]. Figure2 illustratesthe net-
work topologyused.Thecorelinks have a 10Mbpsbandwidth



and a 25msone-way delay Eachrouter |, is attachedo a
dual-homednode( or ) via anedgelink with 100Mbps
bandwidthand 10msone-way delay The end-to-endne-vay
delayis 45ms,which approximateseasonablénternetdelays
for distancesuchascoast-to-coasbf the continentalUS, and
easternUs to/from westernEurope.
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Fig. 2. Simulationnetwork topology

The SCTPsender , hastwo paths(labeledPrimary and
Alternate to the SCTPrecever, . We introduce uniform
loss on thesepaths(0-10% eachway) at the core links. We
realizethat a more realistic approachwould be to introduce
only congestiorinducedlosshby simulatingself-similarcross-
traf c. Our previousresultsweregatheredisingthistechnique
with a dual-dumbbelitopology[3], [4]. However, the simu-
lation time for this techniquewas too time consumingand
impractical.We did comparerepresentatie simulationsusing
uniform lossversussimulationsusingcross-traic basedoss,
andour analysisremainsunchangedwWe thereforeproceeded
with uniform loss on the pathsinsteadof cross-tratt based
loss.

We simulatea 4MB le transferwith and without failure.
Thefailure scenarichasa bi-directionalfailure on the primary
path occurring at time = 4 secondsinto the transfer (with
0% loss on the primary path, about53% of the le transfer
is completeby this time), and remaining until the end of
the simulation. The failure is simulatedby a link breakage
betweenthe routers on the primary path. The three input
parameterdor eachsimulation are the primary path's loss
rate,the alternatepath's lossrate,and one of the tenretrans-
mission schemesEach parametersetis simulatedwith 120
differentseeds.Our resultsexclude the few simulationsthat
were unableto successfullyestablishan associationdue to
loss conditions.

IV. NON-FAILURE SCENARIOS

We collectedresultsfor 0-10% loss on the primary and
alternatepaths,but dueto spaceconstraintsn this paper we
do not include all resultsfor non-failure scenariosFigure 3
illustratesthe resultsfor 1-9% primary path loss rates. For
eachgraphin Figure 3, the alternatepath's lossrateis varied
on the -axis, rangingfrom 0-10%. The graphsin Figure 3
compareheaveragetransfertime of a4MB le usingSCTPS

currentretransmissiorscheme(AlIRtxAlt) versus ve of the

remainingnine schemesThe schemesomparedn Figure 3

are the best performing schemesof each retransmission
policy: AlIRtxAlt+HAR, AIlIRtXAIt+TS, AllIRtxSame+MFR,
FrSameRtoAlt+MFRFrSameRtoAlt+MFR+HAR.

We ensurestatistical con dence by calculating the 90%
con dence interval with an acceptableerror of 10% of the
mean. The 90% con dence intervals are not shawvn in the
graphsfor clarity. Theseintervals vary for different loss
rates and retransmissiorschemeshput on averagethe 90%
con denceinterval is about+/- 2 secondsaroundthe mean.
The largest90% con denceinterval is about+/- 13 seconds
aroundthe mean;asexpected]argercon denceintervalstend
to be for higherlossrates.

Figure 3 clearly shows that AlIRtxAlt performsthe worst
overall. This schemedoeswell when the alternatepath loss
rateis very low, but its performancedegradesrapidly asthe
alternatepathlossrate increasesWe have previously shovn
that this behavior is dueto overly conserative RTOs for the
alternatedestinationIn otherwords, the alternatedestination
doesnot have enoughtrafc that can gatherRTT measure-
ments.Thus,if a retransmissioron the alternatepathis lost,
it will eventually timeout, double the alternatedestinations
RTO, andbe retransmittedbn the primary path. The doubled
RTO is only reducedwhen a new RTT measuremenis
obtainedfor thealternatedestinationput heartbeat¢énormally
sentapproximatelyevery 30 secondskyre the only trafc on
the alternatepath that canmeasurghe RTT [4].

The HAR andTS algorithmsdramaticallyimprove AllRtx-
Alt' s performancebut AltRtxAlt+HAR andAltRtxAlt+TS do
not perform well when the primary path loss rate is 1-5%
andthe alternatepath lossrate is greaterthanthe primary's.
Increasingthe numberof RTT measurementsay alleviate
the overly conserative RTO issue,but it cannotavoid the
drawbackof retransmittingon an alternatepathwith a higher
lossrate thanthe primary path.

AltRtxSame (not shavn) and AltRtxSame+MFRalso im-
prove performancebut suffer nearly the oppositeproblem.
They do not perform well when the primary path loss rate
is larger thanthe alternates. Furthermorewhenthe primary
pathlossrateis greaterthan 8%, they performpoorly for all
alternatepathlossrates.

The FrSameRtoAlt policy is intended to be a com-
promise betweenthe other two policies. Figure 3 showvs
that FrSameRtoAlt+MFRand FrSameRtoAlt+MFR+HARal-
most always performs about the sameor better than Al-
tRtxSame+MFRMost of the time, FrSameRtoAlt+MFRand
FrSameRtoAlt+MFR+HARalso perform the sameor better
than AlIRtxAlt+HAR and AlIRtxAIt+TS. AlIRtxAlt+HAR
and AlIRtxAlt+TS perform the bestonly when the alternate
path loss rate is signi cantly less (generally half) than the
primary’s.
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Fig. 3. File transfertime with no failure for primary path lossrates1-9%

At low primary path loss rates, most of the lossesare
detectedby fast retransmit.Hence,FrSameRtoAltwill send
mostof its lost pacletsto thesamedestinatiorasAllIRtxSame,
thus experiencingsimilar results. Furthermore,the fast re-
transmissiongdo not suffer, as they would with AlIRtxAlt,
from overly conserative RTOs for the alternatedestination.

As the loss rate on the primary path increasegelative to
the alternatepath, it becomesmore sensibleto alleviate the
loss conditionsby retransmittingto the alternatepath. As a
result, AllRtxSame suffers at higher primary path loss rates
by not usingthe alternatepath.In contrast,FrSameRtoAltis
able to alleviate serere loss conditionsby sendingtimeout
retransmissionso the alternatepath. Since AlIRtxAlt sends
all retransmissiont the alternatepath,it performsbestwhen
lossconditionson the primaryaresigni cantly worsethanthe
alternate.

We concludethatFrSameRtoAlis the bestoverall policy in
non-failure scenariosThe MFR and MFR+HAR algorithms

provide the bestimprovementto the policy, but the bene ts
of MFR+HAR are only visible at 7-10% primary pathloss.

V. FAILURE SCENARIOS

We usetwo metricsto evaluatethe retransmissioschemes
in failure scenariosfailure detectiontime and le transfer
time.

A. Failure DetectionTime

Failure detectiontime is the time period from when a
failure occursto whenthe SCTPsenderdetectghefailure. In
the currentRFC2960,eachSCTPendpointusesbothimplicit
andexplicit probesto dynamicallydeterminethe reachability
of its peers IP addressesTransmitteddatasene asimplicit
probesto a destination(generally the primary destination),
while explicit probes,called heartbeatsperiodically probe
idle destinationsEachtimeout (for dataor heartbeatspn a
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Fig. 4. Failure detectiontime for primary pathlossrates0-2%, 4-6%, and 8-10%

particulardestinationincrementsan error countfor that des-
tination. The error count per destinationis clearedwheneaer

dataor a heartbeatentto that destinationis acked. A des-

tination is marked asfailed whenits error countexceedshe

Path.Max.Retans(PMR) parameteif theprimarydestination
fails, the senderfails over to an alternatedestinationaddress
andcontinuesprobingthe primarydestinatiorwith heartbeats.
This alternate destination,however, does not becomethe

new primary destination.The primary destinationremains
unchangedo allow a senderto resumesendingnew data
to the primary destinationif andwhen a future probeto the

primary destinationis successfullyacked.

Our simulationsuse the parametersettingsrecommended
in RFC2960: minimum RTO second,maximum RTO
secondsand PMR . Using thesedefaults, the rst
timeout towardsfailure detectiontakes 1 secondin the best
case.Then, the exponentialback-of proceduredoublesthe
RTO on eachsubsequentimeout towards failure detection.
With PMR  , six consecutie timeoutsareneededo detect

failure, taking at least seconds.
In the worst case,the rst timeouttakesthe maximumof 60
secondsand the failure detectiontime takes

seconds.

Figure 4 plots the average failure detection times for
primary path loss rates of 0-2%, 4-6%, and 8-10% (the
otherswere omitted due to spaceconstraints).Again, 90%
con denceintervals were measuredput are not shovn. The
results shov that the HAR algorithm lowers the average
failure detectiontime below the theoreticalbest casetime.
The HAR algorithm interfereswith the exponentialbacloff
procedurein the failure detection mechanism.Some RTO
periodsexperiencemore than one timeout: one for dataand
one for a heartbeat.These RTO periods double count the
errorsfor the failed destination,causingfailure detectionto
occurin fewer RTO periodsand soonerthanthe expected63
seconds Although faster failure detectionis desirable,this
algorithm doesnot correctly follow the conserative nature
of the exponentialbacloff procedure.



AlIRtxSame (not shovn) and AllRtxSame+MFR are the
only schemesableto achieve the theoreticalbestcasedetec-
tion time of 63 secondsat 0% primary path loss. For these
schemesthe averagefailure detectiontime is independent
of the alternatepath loss rate, but increasesas the primary
pathlossincreasesThe reasonfor the increaseis dueto the
increasegossibility of atimeoutimmediatelybeforeafailure
occurs.In sucha case,the failure detectionmay increaseas
follows. The timeout causesthe primary destinations RTO
to be doubledand the lost paclet to be retransmittedo the
primarydestinationThentheackfor theretransmissioclears
the primary destinations error count,but doesnot provide an
RTT measuremento reducethe RTO. If the failure occurs
before an RTT measurements obtained for the primary
destinationthenthe six consecutie timeoutsneededo detect
failurewill now take seconds!

On the other hand, the other schemes'failure detection
times are in uenced by the loss rateson both the primary
and alternatepaths. The primary path's in uence on failure
detectiontime is similar to that of AllIRtxSame and All-
RtxSame+MFR(explained above). Figure 4 shows that for
AlIRtxAlt, AlIRtxAIt+TS, and FrSameRtoAlt+MFRthe best
casefailuredetectiortime is 64 seconds- only slightly longer
than the theoreticalminimum. This best caseoccurswhen
both the primary and alternatepathloss ratesare 0%. While
the primary path's loss rate remains0%, the averagefailure
detectiontimes reachas high as 72, 64, and 72 secondsfor
AlIRtxAlt, AlIRtxAIt+TS, and FrSameRtoAlt+MFRrespec-
tively. Sincenew datamay not be transmittedto the primary
destinationuntil all queuedretransmission®n the alternate
path have been sent, the failure detectiontimes for these
schemeddependon the quality of the alternatepath. If the
alternatepath'slossrateis high, it will take moretime to send
the retransmissionsand thus will increasefailure detection
time.

The exceptionto this trend for AlIRtxAIt, AlIRtXAIt+TS,
and FrSameRtoAlt+MFRis that the failure detectiontime
actually decreasesvhen both the primary and alternatepath
loss ratesare high (seeFigure 4's graph for 10% primary
pathloss). This anomalyis causedby the interactionof the
two scenariosdescribedabove for dependeng on primary
and alternate path loss rates. The longer detection times
at higher primary path loss rates are offset when losses
on the alternatepath causesa signi cant number of lost
retransmissiono be re-retransmittean the primary path. If
thesere-retransmissionget lost and timeout on the primary
path, the primary destinations error count is incremented
again.As aresult, failure detectionhappenssooner

Overall, AlIRtxSame+MFRdetectsfailure fasterand more
consistentlythan AlIRtxAlt, AlIRtXAIt+TS, and FrSameR-
toAlt+MFR, but the drawvback is that the senderdoes not
successfullydeliver ary datauntil the entirefailure detection
processcompletesand failover occurs. In our simulations

with 0% primary loss, the senderhas 30 lost data paclets
outstandingwhen failure occurs. AlIRtxAlt, AlIRtXAIt+TS,
and FrSameRtoAlt+MFRall successfullyretransmitthese30
pacletsafterthe rst timeoutin the failure detectionprocess,
thus delaying them by only 1 second.On the other hand,
AlIRtxSame+MFR successfullyretransmitsthe 30 paclets
afterthefailuredetectioncompletesdelayingthemby atleast
63 seconds!

B. File TransferTime

Figure 5 plots the transfertimes for failure scenarioswith
primary path loss ratesof 0-2%, 4-6%, and 8-10%. In these
transfers,the sendertransmitsdatato the primary for the
rst 4 secondsandthena failure occurson the primary path.
Eventually the senderfails over to the alternatedestination
address,and resumessending until the 4MB le transfer
completes.

The results shav that AlIRtxAlt+HAR and FrSameR-
toAlt+MFR+HAR provide the bestthroughputin failure sce-
narios, but this is due to the HAR algorithm. As explained
in SectionV-A, the HAR algorithm detectsfailure faster but
interfereswith the conserative failure detectionprocess.

AlIRtxAlt andAlIRtxAlt+TS performtheworst. Their poor
performancas attributedto lower throughputduringthe non-
failure portion of the transfer(seeFigure 3) andlongerfailure
detectiontimes (seeFigure 4).

As Figure 5 shaws, AllIRtxSame+MFR performs slightly
betterthan FrSameRtoAlt+MFR Note, however, that in our
simulations, at least half of the 4MB le is left to be
transferredafter the failure occurs.With sucha large amount
remainingto be sent, plenty of time is left to close ary
gapsin performance ConsideringAllRtxSame+MFRS lack
of transferprogressduring failure detection,we argue that
FrSameRtoAlt+MFRvould provide betterperformancef the
transfer were closer to completion at the time of failure.
Therefore,we concludethat FrSameRtoAlt+MFRprovides
the bestoverall performanceduring failure scenarios.

VI. CONCLUSION AND FUTURE WORK

We have concludedthat FrSameRtoAlt+MFRand Fr-
SameRtoAlt+MFR+HAR are the best performing retrans-
mission schemesin non-failure scenarios,and FrSameR-
toAlt+MFR is the bestin failure scenarios.Therefore,we
concludethat FrSameRtoAlt+MFRprovides the bestoverall
performancaunderthe conditionsevaluated.

Future work is to evaluate the retransmissionschemes
in network topologiesthat have different bandwidth-delay
productson the primary and alternate paths. Multihoming
with two interfacesper endpoint,as donein this paper is
a specialcaseof mulithoming. The degree of multihoming
shouldbe increasedbeyond two per endpointto ensurethat
the trendsremainthe samefor  interfacesper endpoint.
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