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ABSTRACT

TheStreamControl TransmissionProtocol (SCTP)is a
new Internet standards track transport layer protocol.
SCTPwas originally designedto transportPSTNsig-
naling messages over IP networks,but is also capable
of servingas a general purposetransportprotocol. As
such, SCTPprovidesan alternativethat maybe better
able to satisfytherequirementsof future battle�eld net-
worksthanthetraditional transportprotocols,TCPand
UDP. Unlike traditional transportprotocols,SCTPal-
lows multiple streamsof messageswithin a singlecon-
nection(or, in SCTPterminology, a singleassociation).
As the resultsin this papershow, this ability is partic-
ularly helpful in reducinglatencyfor streamingmulti-
mediain high loss environments. SCTPalso provides
features for multi-homingthat maybe helpful in high-
mobility environmentsand additional security against
denial-of-serviceattacksbasedonSYN�ooding. �

1 INTRODUCTION

The future battle�eld environmentwill includemobile
ad-hocandwirelesssensornodeswhich deliver stream-
ing real-timemultimediato endusers.Traditionaltrans-

�
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port protocolsarenot well suitedto the relatively high
lossratesof battle�eld networks. New protocolswhich
aredesignedto handle�e xible servicerequirementscan
offer betterQoStradeoffs for futurearmynetworks.

Previouswork hasshown that traditionaltransportpro-
tocols,suchasTCP andUDP, arelessrobust to packet
lossthanprotocolsincorporatingpartial orderandpar-
tial reliability [3]. Previously, partial order and par-
tial reliability were only implementedin experimental
protocols. However, the telecommunicationindustryis
stronglybackinga new Internetstandardstrack proto-
col, the StreamControl TransmissionProtocol (SCTP)
(RFC2690)[6], which incorporatespartial order and
hasextensionsfor partialreliability in theInternetDraft
stage.

Section2 providesanoverview of SCTP. Themeritsof
a partially-orderedservicewill becoveredin Section3.
Section4 presentsresultsfrom previous study of par-
tially orderedvs. orderedservice.Theseresultsindicate
thenatureof theexpectedperformancegainsSCTPmay
beableto provide. Section5 endsthepaperwith some
concludingremarksandideasfor futurework.

2 SCTPOVERVIEW

SCTPis a reliabletransportprotocoloperatingover the
IP network layer(i.e., a connectionlesspacket-switched
network). SCTPemerged from the needfor telecom-
municationscompaniesto manageSS7applicationsand
servicesoveranIP infrastructure.SS7is aprotocolsuite



for managingPSTNsandothertelecommunicationnet-
works. The upperlayersof SS7aredesignedto oper-
ateover a circuit-switchedcontrolchannelof theindus-
try's TDM phonesystemnetwork. Therefore,SCTPis
orientedtowardsproviding connection-orientedreliable
messagestreamsbetweencommunicationendpoints.

While SCTPwasoriginally designedfor signalingtrans-
port,andmuchof thecurrentwork onSCTPin theIETF
is centeredaroundthis application,theprotocoldesign-
ersrecognizethatSCTPis capableof broaderapplica-
tions [6]. Therefore,it is importantto compareSCTP's
transportservicewith thatof UDPandTCP.

UDP is an unreliable,yet fastconnectionlessdatagram
service.Delay-sensitive messages�nd UDP suitablein
that regard, but many applicationscannottoleratethe
factthatUDPdoesnotprovideordereddelivery, lossre-
covery, duplicatedetection,congestioncontrol,and�o w
control.

At theotherextreme,TCPdoesprovidesareliabletrans-
port servicewith theaforementionedfeatureslackingin
UDP. However, many applications�nd TCPtoo restric-
tive. Someof thedrawbacksof TCPwhichapplications
have wantedto bypassareasfollows:

� TCP is byte-stream-oriented,which meansthat
applicationsare responsiblefor tracking message
boundariesandusingthepushmechanismto ensure
messagesaretransferredin reasonabletime.

� TCP preserves order. While strict order-of-
transmissiondatadelivery is a restrictionfor some
applications, for many other applications, un-
orderedor partially ordereddatadelivery is suf�-
cient. For suchapplications,TCP's strict ordering
causesunnecessarydelays.

� TCP does not transparentlysupport multihomed
hosts(seeSection2.1).

� TCP is vulnerable to denial-of-serviceattacks,
which makes it a risky protocol to usein mission
critical applications.

By comparison, SCTP is a reliable message-based
connection-oriented transportprotocolthatprovidesthe
following services:

� acknowledgederror-freenon-duplicatedtransferof
userdata,

� congestionavoidancebehavior,
� datafragmentationto conformto discoveredpath

MTU size,
� optionalbundlingof multiple usermessagesinto a

singleSCTPpacket,
� network-level fault tolerancethrough support of

multihomingat eitheror both endsof an associa-
tion,

� resistanceto �ooding andmasqueradeattacks,and
� sequenceddelivery of usermessageswithin multi-

ple streams� (i.e., partially-ordereddatadelivery),
with anoptionfor order-of-arrival delivery of indi-
vidualusermessages.

In the remainderof this paper, we presentmore infor-
mationaboutthe last threeitemsin the list above. We
�rst provide a brief descriptionof SCTP's featuresfor
multi-homingand increasedsecurity. We thenpresent
somedataconcerningthe bene�t of providing multiple
streams(i.e. partialorderdelivery).

2.1 SCTPmultihoming features

MultihomedmachinesarethosethathavemultipleIPad-
dresses.Routersare always multihomedby necessity,
however endsystemsthatdo not routepacketscanalso
have multiple IP addresses.For example,many hosts
provide mission critical servicesand should therefore
provide multiple IP addressesfor redundantprotection
againstsinglepointsof failure.

A TCP connectionis de�ned by a 4-tuple: � remote-
IP-address,remote-port,local-IP-address,local-port� .
Supposethatanendsystemwith two local IP addresses

�

and 	 hasa TCPconnectionestablishedto a remote
systemthroughlocal IP address

�

. If connectivity is lost
on address

�

, the TCP connectionwill be abortedand
mustbe reestablished,becauseTCP providesno capa-
bility to migrateanestablishedconnectionfrom oneIP
addressto another. Reestablishinga TCPconnectionis
sub-optimal,because:

1. Transparentfailover is lost, since the application
mustbeinvolved.




Thetermstreamis usedin SCTPto refer to a sequenceof user
messagesthatareto bedeliveredto theupper-layerprotocolin order
with respectto othermessageswithin the samestream. This is in
contrastto its usagein TCP, whereit refersto asequenceof bytes.[6]



2. Connectionsetupaddsthe cost of one round-trip
time.

3. Thereestablishedconnectionmustbegin with slow
start.

4. Databufferedat thereceiver would needto bedis-
cardedandretransmitted.

By contrast,SCTPallows a transportlayer connection
(an “association”in SCTPterminology)to be de�ned
betweena setof local IP addresses,anda setof remote
IP addresses.Heartbeatpackets (a form of “ping”) are
usedto monitorconnectivity from thelocal hostto each
of theremoteIP addresses.If connectivity is lost on the
primary IP addressbeingusedfor the association,the
associationwill seamlesslyfail over to an alternateIP
address.

SCTPassociationshave potentialto be useful for sys-
temsin battle�eld networks wherea given endsystem
(e.g.a mobilecommandcenter)providesa missioncrit-
ical serviceandmay requireseamlessfailover between
multiple network attachments(e.g. satellite, wireless
LAN, wiredLAN).

2.2 SCTPmobility features

Battle�eld networks may have highly mobile systems
whereIP addressare continuouslychanging. In such
situations,SCTPoffers an alternative to Mobile IP so-
lutionsthat requireIP-in-IP encapsulationandforward-
ing throughhomeagents.As mentionedin Section2.1,
SCTPallows associationsto bede�ned betweensetsof
local and remoteIP addresses.This feature,in addi-
tion to an extensionfor dynamicallyaddinganddelet-
ing IP addressesfrom thesesets,allow mobile systems
to hand-off smoothlyandtransparently. Eachtimeahost
movesinto anew subnetandobtainsanew IP addresses,
it can add the new IP addressto the its setand delete
theold one. Meanwhile,all othertransportlayeractivi-
tiesremainthesame,andtheapplicationnever getsdis-
rupted.

2.3 Resistanceto attacks

Both TCP andSCTPprovide connection-oriented data
delivery, however, it hasbeenfoundthatTCP's connec-
tion establishmentprocessis particularlyvulnerableto
denial-of-serviceattacks[2].

2.3.1 TCP ConnectionEstablishment

Beforedatais transmitted,TCPhostsmust�rst establish
aconnectionthrougha3-wayhandshake:

1. Theinitiator of theconnectionsendsaSYN packet.

2. The passive end of the connectionallocatesre-
sourcesdedicatedto the connection, and then
replieswith aSYN-ACK.

3. The initiator then acknowledges the SYN-ACK
with its own acknowledgment.

TCP implementationslimit the numberof connections
thatcanbein theSYN RCVD state,i.e. connectionsin
which the passive hosthas: received a SYN, allocated
resources,andrepliedwith a SYN-ACK, but hasnotyet
receivedthe�nal ACK of the3-wayhandshake.

An attackingsystemcansenda seriesof SYN packets
(usuallyfrom forged IP addresses)until the victim has
reachedits limit of half-openconnections,thusleaving
it unableto acceptany new incomingconnections.Al-
thoughthehalf-openconnectionsarepurgedaftera pe-
riod of time, theattacker cansendSYNsfasterthanthe
timeoutperiod,oftenat little costto itself.

This form of attack, known as SYN-�ooding, has no
widely accepteddefensethat can be implementeden-
tirely within TCP. At �rst glance,it mayseemasif rais-
ing (or eliminating) the limit of half-openconnections
might help,however this only exacerbatestheproblem.
Becausetheattacker cansendSYNsat will, eliminating
thelimit would not only renderthevictim unableto re-
ceivenew incomingconnections,but wouldalsoexhaust
its supplyof memory.

In the Internet, security from this attack rests al-
most solely on internetserviceproviders' willingness
to restrict outgoingIP packets with forged sourcead-
dresses[13]. Workingwith ISPsto �lter outforgedpack-
etsmaybea practical“partial solution” for theInternet,
however, in a battle�eld network wherean enemymay
have themeansto forgepackets,analternative solution
is needed.

2.3.2 SCTP'sDefense

The four-way handshake used in SCTP's association
setupincorporatesthe exchangeof a MessageAuthen-
tication Code (MAC), generatedby the passive host



throughtheuseof a cryptographichashalgorithm. Be-
causethepassive hostdoesnot commitany resourcesto
the associationuntil the MAC is exchanged,the target
systemis much lessvulnerableto denial-of-serviceat-
tacksfrom spoofedaddresses.Additionally, the MAC
helpspreventagainstreplayattacks.

In the following exampleof a typical SCTPassociation
establishment,active host

�

attemptsto connectwith
passive host � :

1.
�

dedicatesresourcesto the connectionandsends
to � anINIT packet.

2. � replieswith an INIT-ACK containinga cookie
comprisedof:

� Thetransmissioncontrolblock (thestatethat
shouldbesetupfor thenew connectiononly if
andwhenit is established)

� Thetimethatthecookiewasgenerated.
� Thetimethatthecookieexpires.
� TheMAC basedon a implementationdepen-

dentprivatekey hashalgorithm[9].

3.
�

sendsa COOKIE-ECHO chunk containing a
copy of the cookiesentin the INIT-ACK, andop-
tionally piggybacksuserdata.

4. If the COOKIE-ECHOcontainsa valid cookie, �

dedicatesresourcesto the association,and sends
aCOOKIE-ACK with optionallypiggybackeduser
data. If thecookieis invalid, however, � discards
thepacket.

If, in theaboveexample,
�

hadsentanINIT with aspu-
riousIP address,� wouldhavesentits INIT-ACK to the
spuriousaddress.Since � would not have saved state
or allocatedany resourcesfor theassociationuntil it re-
ceiveda valid MAC,

�

's ability to performa denial-of-
serviceattackis curtailed.

TraditionallyMACsareusedbetweentwo separatepar-
ties which sharea privatekey. In SCTP, however, they
areusedto ensurethata statecookiebeingechoedback
to thepassive hosthasnotbeenforged.Because� gen-
eratesthe MAC througha securehashfunction based
on its privatekey, it becomesimpossiblefor

�

to send
a counterfeitMAC which � will accept,unless

�

can
break � 's encryptionscheme.As a result,SCTPoffers
enhancedprotectionagainstreplayanddenial-of-service
attacks.

ThoughcurrentSCTP implementationsuseMD5, the
SCTPspeci�cationdoesnot endorseany particularse-
curehashalgorithm.Thisallows protocolimplementors
tousethestrongest,mostef�cient algorithmsattheirdis-
posal.Thefactthatthehashis generatedby andveri�ed
by thesamehost(thepassive host)eliminatesproblems
associatedwith interoperability. In theevent thata par-
ticular algorithmis found to be cryptographicallyinse-
cure, it may be replacedwith a new onewith minimal
effort. Similarly, SCTPimplementationswith military
encryptionmayseamlesslyintegratewith othermilitary
and/orcivilian SCTPimplementationswithout weaken-
ing security.

3 BENEFITS OF PARTIALL Y-ORDERED
SERVICE

Sincetraditionalprotocols(UDPandTCP)offer only the
extremes(unorderedandstrictlyorderedservice,respec-
tively), applicationdeveloperswith needsin between
theseextremesarefacedwith adilemma.If TCPis cho-
sen,unnecessaryperformancepenaltiesmustbepaid. If
UDP is chosen,developersmustbuild their own trans-
portprotocoloverUDPto providetheexactservicesthat
areneeded.

A �e xible transportprotocolofferingapartially-ordered
serviceis idealfor applicationsthatneed�e xible control
over the orderingof individual elements. A partially-
orderedservice allows independentApplication Data
Units (ADUs) to be processedout of sequence,while
still maintaining ordering constraintsbetweenADUs
thatrequiresequentialprocessing.Sucha serviceis es-
sentialfor balancingvariousQoSparametersrequiredby
the application,without having to implementa custom
protocolfor eachnew application.

Analysis and simulation have shown that partially-
orderedtransportservicecanprovide improvementsin
throughput,delay, andbuffer utilizationfor anormalized
time-scale[10, 11,12].

Thedevelopmentof aninnovative transportprotocolthat
providesa partially-orderedservice(POCv2)andanap-
plication which usesthe protocol (ReMDoR),demon-
stratedthat the theoreticaladvantagesof a partially-
orderedservicecanbeachievedin practice[3]. A subset
of theseresultsarepresentedin section4.

Diot et al. [5] alsoinvestigatedPOservices,which they
refer to as “out-of-sequencedelivery”. Their results
showedthatout-of-sequencedelivery is bene�cial when
thefollowing relationshipshold:
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where
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is packet transmissiontime (packet length di-
videdby bitrate)

�

� is roundtrip time

�

�

is
�

� LossRate

�

� is packet processingtime

Although the resultspresentedin [5] usedexperimen-
tal data,the modelsusedweretoo simpli�ed to resem-
ble real network communication. For example,TCP-
friendly connection-orientedtransportprotocolsdo not
have a �x edwindow sizeasusedin theirexperiments.

Earlyin 2000,theIETF beganstandardizinganew TCP-
friendly transportprotocol(SCTP)to provideaPOtrans-
port service.Given thatSCTPis a standardstrackpro-
tocol rather than an experimentalacademicprotocol,
it representsthe next logical stepfor investigatingPO
transportservices.Additionally, the �rst FreeBSDker-
nel implementationof SCTPis nearcompletion.Exper-
imenting with a kernel level implementationwill give
usevenmorerealisticexperimentalresultsthanwith the
applicationlevel implementationusedin [3]. Therefore,
SCTPwill betheavenuefor fully understandingPOser-
vicesandtheapplicationswhichusethem.

4 EMPIRICAL RESULTS

Reference[3] includesextensive results from sixteen
experimentscomparingthe performanceof multimedia
documentretrieval over reliabletransportservicespro-
viding unordered,partially-ordered,andordereddeliv-
ery. In this section,we presentresultsfrom oneof these
experimentsthat highlight the bene�ts we expect from
SCTP'spartially-orderedservice.

ExperimentR1 from [3] comparesordered/reliableser-
vice to partially-ordered/reliable servicefor retrieval of
a documentwith eightimagespresentedin parallel.Ex-
perimentR1 usesthe standardGIF compressiontech-
nique rather than a speci�c network consciouscom-

Figure1: Performancegraph:ExperimentR1.1(9.6kbps
PPPlink at10%loss)

pressiontechnique[7, 8]. The GIF format requiresor-
dered/reliabledelivery for eachimage,sounorderedser-
vice cannotbeused.However, partially-orderedservice
canbeusedbecausethedatafor eachimagecanbe in-
terleavedin eightparallelstreams.Thisexperimentuses
theReMDoRapplication[1] in additionto theUTL and
LossyRoutertoolsdevelopedby theProtocolEngineer-
ing Laboratoryat theUniversityof Delaware [4].

The hypothesisfor this experimentis that for all loss
rates � 0%, partially-ordered/reliable (PO/R) service
provides,on average,betterprogressive displayfor par-
allel GIF imagesthanordered/reliable(O/R)service.

Due to spacelimitations, this paperwill presentonly a
subsetof theexperimentalresultsof R1, which we will
referto asExperimentR1.1.ExperimentR1.1illustrates
theperformanceof PO/RserviceversusO/Rservice.To
simulatethe low bitrate and high loss associatedwith
battle�eld networkssuchasSINCGARS,aPPPconnec-
tionat9.6Kbpswasused,and10%packet losswasintro-
duced.Figure1 showsanaverageperformancegraphfor
ExperimentR1.1.Fromthisgraph,weconcludethatthis
setof experimentaldatasupportsthe hypothesisstated
above.

In addition,the resultsof the completeExperimentR1
presentedin [3] show thefollowing:

� At 0% loss,PO/RandO/R have virtually identical
performance.

� While bothPO/RandO/Rexperienceworseperfor-
manceasthelossrateincreases,theperformanceof
PO/Rdegradesmoreslowly thanthatof O/R.

� At nearly every point in time, on average,PO/R



providesmoredata(show bothin bytesandpixels)
to theend-user.

To provide anend-userperspective, Figure2 shows the
differencebetweenPO/RandO/Rperformanceat a few
samplepointsfor 10% loss. As canclearly be seen,at
eachof thesepoints,partially-orderedserviceprovides
betterperformancethantotally-orderedservice. While
humanfactorstudies(which we suggestasfuturework)
wouldbenecessaryto establishthisscienti�cally, wehy-
pothesizethattheinitial delivery of at leasta few pixels
will prove to behighly correlatedwith usersatisfaction.
Seeingat leastsomeprogressprovideshopeto theuser,
while seeinga screenthat doesnot changefor a long
periodof time(especiallyablankone)canbediscourag-
ing.

5 CONCLUSION AND FUTURE WORK

Previously, the meritsof partial order were theoretical
advantagesproven by analyticalmodelsandsimulation
only. The resultsin this papershow, however, that ap-
plicationsrequiringsucha transportservicedo actually
achievethebene�tsin practice.Until recently, partialor-
derhasonlybeenimplementedin experimentaltransport
protocolsfor researchpurposes,but thetelecommunica-
tion industry is now interestedthe new and upcoming
transportprotocolwhich supportspartial order, namely
SCTP.

Theresearchersof theUniversityof Delaware'sProtocol
EngineeringLaboratoryin collaborationwith Temple's
NetLabresearchersareinvestigatingSCTP. We plan to
evaluatetheperformanceof SCTPwhenusedfor stream-
ing real-timemultimediaand other partial order bene-
�ting applications.Additionally, we plan to investigate
themobility bene�ts gainedby exploiting SCTP's mul-
tihoming features.Our goal is to developan integrated
multimediatransportprotocolto �t the needsof future
armynetworks.

6 DISCLAIMER

The views andconclusionscontainedin this document
are thoseof the authorsand shouldnot be interpreted
asrepresentingthe of�cial policies,eitherexpressedor
implied of the Army ResearchLaboratoryor the U.S.
Government.
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Figure2: Screenshot:ExperimentR1.1(9.6kbpsPPPlink at 10%loss)


