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ABSTRACT

The SteamContol TransmissiorProtocol (SCTP)is a
new Internet standads track transportlayer protocol.
SCTPwas originally designedto transportPSTNSsig-
naling messges over IP networks,but is also capable
of servingas a geneal purposetransportprotocol. As
sud, SCTPprovidesan alternativethat may be better
ableto satisfythe requirementsof future battle eld net-
worksthanthetraditional transportprotocols, TCPand
UDP. Unlike traditional transportprotocols, SCTPal-
lows multiple streamsof messges within a single con-

nection(or, in SCTPterminolay, a singleassociation).

Asthe resultsin this papershow this ability is partic-
ularly helpfulin reducinglatencyfor streamingmulti-
mediain high loss ervironments. SCTPalso provides
featues for multi-homingthat may be helpfulin high-
mobility environmentsand additional security against
denial-of-servicattaks basedon SYN ooding.

1 INTRODUCTION

The future battle eld ervironmentwill include mobile
ad-hocandwirelesssensomnodeswhich deliver stream-
ing real-timemultimediato endusers.Traditionaltrans-
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port protocolsare not well suitedto the relatively high
lossratesof battle eld networks. New protocolswhich
aredesignedo handle e xible servicerequirementgan
offer betterQoStradeofs for futurearmynetworks.

Previous work hasshavn that traditionaltransportpro-
tocols,suchas TCP andUDP, arelessrobustto paclet
lossthan protocolsincorporatingpartial order and par

tial reliability [3]. Previously, partial order and par

tial reliability were only implementedn experimental
protocols. However, the telecommunicatioindustryis

strongly backinga new Internetstandardgrack proto-
col, the Steam Contiol TransmissiorProtocol (SCTP)
(RFC2690)[6], which incorporatespartial order and
hasextensiondor partialreliability in the InternetDraft
stage.

Section2 providesan overvien of SCTP The meritsof

a partially-orderedservicewill be coveredin Section3.

Section4 presentgesultsfrom previous study of par

tially orderedvs. orderedservice.Theseresultsindicate
thenatureof the expectedberformanceainsSCTPmay
be ableto provide. Section5 endsthe paperwith some
concludingremarksandideasfor futurework.

2 SCTPOVERVIEW

SCTPis areliabletransportprotocoloperatingover the
IP network layer (i.e., a connectionlespaclet-switched
network). SCTPemeged from the needfor telecom-
municationccompanieso manageSS7applicationsand
serviceoveranlP infrastructure SS7is a protocolsuite



for managingPSTNsandothertelecommunicatiomet-
works. The upperlayersof SS7are designedo oper
ateover a circuit-switchedcontrolchannelof theindus-
try's TDM phonesystemnetwork. Therefore SCTPis
orientedtowardsproviding connection-orienteceliable
messagstreambetweercommunicatiorendpoints.

While SCTPwasoriginally designedor signalingtrans-
port,andmuchof thecurrentwork on SCTPin the |[ETF
is centeredaroundthis application the protocoldesign-
ersrecognizethat SCTPis capableof broaderapplica-
tions[6]. Therefore,t isimportantto compareSCTPS
transportservicewith thatof UDP andTCPR

UDP is anunreliable,yet fastconnectionlesslatagram
service. Delay-sensitie messagesid UDP suitablein

that regard, but mary applicationscannottoleratethe

factthatUDP doesnot provide ordereddelivery, lossre-

covery, duplicatedetectioncongestiorcontrol,and o w

control.

At theotherextreme, TCPdoesprovidesareliabletrans-
port servicewith the aforementionefieaturedackingin
UDP. However, mary applicationsnd TCPtoo restric-
tive. Someof thedravbacksof TCPwhich applications
have wantedto bypassareasfollows:

TCP is byte-stream-orientedwhich meansthat

congestioravoidancebehaior,

datafragmentatiorto conformto discovered path
MTU size,

optionalbundling of multiple usermessagesto a
singleSCTPpaclet,

network-level fault tolerancethrough support of
multihoming at either or both endsof an associa-
tion,

resistancéo ooding andmasqueradattacksand

sequencedelivery of usermessagewithin multi-
ple streams (i.e., partially-ordereddatadelivery),
with anoptionfor orderof-arrival delivery of indi-
vidualusermessages.

In the remainderof this paper we presentmore infor-
mationaboutthe last threeitemsin the list above. We
rst provide a brief descriptionof SCTPS featuresfor
multi-homing andincreasedsecurity We thenpresent
somedataconcerningthe bene t of providing multiple
streamgi.e. partialorderdelivery).

2.1 SCTP multihoming features

applicationsare responsiblefor tracking message Multihomedmachinesirethosethathave multipleIP ad-

boundariesindusingthepushmechanisnto ensure
messagearetransferredn reasonabléme.

TCP preseres order  While strict orderof-
transmissiordatadelivery is a restrictionfor some
applications, for mary other applications, un-
orderedor partially ordereddatadelivery is suf-
cient. For suchapplications,TCP's strict ordering
causesinnecessargelays.

TCP doesnot transparentlysupport multihomed
hosts(seeSection2.1).

TCP is vulnerable to denial-of-serviceattacks,
which makesit a risky protocolto usein mission
critical applications.

dresses.Routersare always multihomedby necessity
however endsystemghatdo not route pacletscanalso
have multiple IP addresses.For example, mary hosts
provide mission critical servicesand should therefore
provide multiple IP addresse$or redundaniprotection
againssinglepointsof failure.

A TCP connectionis de ned by a 4-tuple: remote-
IP-addressremote-port,local-IP-addresslocal-port .
Supposéghatanendsystemwith two local IP addresses

and hasa TCP connectionestablishedo a remote
systenthroughlocal IP address . If connectiity is lost
on address , the TCP connectionwill be abortedand
must be reestablishedhecausel CP provides no capa-
bility to migratean established¢onnectiorfrom onelP
addresgo another Reestablishing TCP connections
sub-optimalpecause:

By comparison, SCTP is a reliable message-based

connection-orientetransportprotocolthatprovidesthe
following services:

acknavledgederrorfree non-duplicatedransferof
userdata,

1. Transparenfailover is lost, sincethe application
mustbeinvolved.

Thetermstreamis usedin SCTPto referto a sequencef user
messagethatareto bedeliveredto theupperlayerprotocolin order
with respectto othermessagesvithin the samestream. This is in
contrastoits usagdén TCR, whereit refersto asequencef bytes [6]



2. Connectionsetupaddsthe cost of one round-trip
time.

3. Thereestablishedonnectiormustbegin with slow
start.

4. Databufferedat therecever would needto bedis-
cardedandretransmitted.

By contrast,SCTPallows a transportlayer connection
(an “association”in SCTPterminology)to be de ned
betweena setof local IP addressesanda setof remote
IP addressesHeartbeapaclets (a form of “ping”) are
usedto monitorconnectiity from thelocal hostto each
of theremotelP addressedf connectiity is lostonthe
primary IP addressbeing usedfor the associationthe
associationwill seamlesslyail over to an alternatelP
address.

SCTPassociationhiave potentialto be useful for sys-
temsin battle eld networks wherea given end system
(e.g.amobilecommandcenter)providesa missioncrit-

ical serviceand may requireseamlesgailover between
multiple network attachmentge.g. satellite, wireless
LAN, wired LAN).

2.2 SCTPmobility features

Battle eld networks may have highly mobile systems
where IP addressare continuouslychanging. In such
situations,SCTP offers an alternatve to Mobile IP so-
lutionsthatrequirelP-in-IP encapsulatiomndforward-
ing throughhomeagents.As mentionedn Section2.1,
SCTPallows associationso be de ned betweersetsof
local and remotelP addresses.This feature,in addi-
tion to an extensionfor dynamicallyaddingand delet-

2.3.1 TCP ConnectionEstablishment

Beforedatais transmittedTCPhostsmust rst establish
aconnectiorthrougha 3-way handshad:

1. Theinitiator of theconnectiorsendsa SYN paclet.

2. The passie end of the connectionallocatesre-
sourcesdedicatedto the connection, and then
replieswith aSYN-ACK.

3. The initiator then acknavledgesthe SYN-ACK
with its own acknavledgment.

TCP implementationdimit the numberof connections
thatcanbein the SYN_RCVD state,i.e. connectionsn
which the passie hosthas: receved a SYN, allocated
resourcesandrepliedwith a SYN-ACK, but hasnotyet
recevedthe nal ACK of the 3-way handshad.

An attackingsystemcan senda seriesof SYN paclets
(usuallyfrom forged IP addressesiintil the victim has
reachedts limit of half-openconnectionsthusleaving
it unableto acceptary newv incomingconnections.Al-

thoughthe half-openconnectionsre pumgedaftera pe-
riod of time, the attacler cansendSY Nsfasterthanthe
timeoutperiod,oftenatlittle costto itself.

This form of attack, knowvn as SYN- ooding, hasno

widely accepteddefensethat can be implementeden-

tirely within TCR At rst glance it mayseemasif rais-

ing (or eliminating) the limit of half-openconnections
might help, however this only exacerbateshe problem.

Becausdheattacler cansendSYNsatwill, eliminating

thelimit would not only renderthe victim unableto re-

ceive new incomingconnectionshut would alsoexhaust
its supplyof memory

ing IP addresseffom thesesets,allow mobile systems | the Internet, security from this attack rests al-

to hand-of smoothlyandtransparentlyEachtimeahost most solely on internetservice providers' willingness

movesinto anew subnendobtainsanew IP addresses, tg restrict outgoing IP paclets with forged sourcead-

it canaddthe new IP addresgo theits setand delete gresse§13]. Workingwith ISPsto lter outforgedpack-

the old one. Meanwhile,all othertransportayeractvi- - etsmaybe a practical“partial solution” for the Internet,

tiesremainthe sameandtheapplicationnever getsdis- npoyever, in a battle eld network wherean enemymay

rupted. have the meango forge paclets, an alternatve solution
is needed.

2.3 Resistancdo attacks
2.3.2 SCTP'sDefense

Both TCP and SCTP provide connection-oriente data

delivery, however, it hasbeenfoundthat TCP's connec- The four-way handshai& usedin SCTPS association
tion establishmenprocesds particularlyvulnerableto setupincorporateghe exchangeof a MessageAuthen-
denial-of-servicattacks[2 tication Code (MAC), generatedby the passie host



throughthe useof a cryptographichashalgorithm. Be-
causehe passie hostdoesnot commitary resourceso
the associatioruntil the MAC is exchangedthe taiget
systemis muchlessvulnerableto denial-of-serviceat-
tacksfrom spoofedaddressesAdditionally, the MAC
helpspreventagainsteplayattacks.

In the following exampleof a typical SCTPassociation
establishmentactive host  attemptsto connectwith
passie host

1.
to

dedicatesesourceso the connectiorandsends
anINIT paclet.

2. replieswith an INIT-ACK containinga cookie

comprisedf:

Thetransmissiorcontrol block (the statethat
shouldbesetupfor thenew connectioronly if
andwhenit is established)

Thetime thatthe cookiewasgenerated.
Thetime thatthe cookieexpires.

The MAC basedon aimplementatiordepen-
dentprivatekey hashalgorithm[9].

3. sendsa COOKIE-ECHO chunk containing a
copy of the cookiesentin the INIT-ACK, andop-

tionally piggybacksuserdata.

. If the COOKIE-ECHOcontainsa valid cookie,
dedicatesresourcedo the association,and sends
a COOKIE-ACK with optionallypiggybacled user
data. If thecookieis invalid, howvever, discards
thepaclet.

If, in theabove example, hadsentanINIT with aspu-
riouslIP address, wouldhave sentits INIT-ACK to the
spuriousaddress.Since  would not have saved state
or allocatedary resourcegor the associatioruntil it re-
ceivedavalid MAC, 'sability to performa denial-of-
serviceattackis curtailed.

Traditionally MA Cs areusedbetweerntwo separatgar

tieswhich sharea privatekey. In SCTR however, they

areusedto ensurehata statecookiebeingechoecdack
to the passie hosthasnotbeenforged. Because gen-
eratesthe MAC througha securehashfunction based
on its privatekey, it becomesmpossiblefor  to send
a counterfeitMAC which  will accept,unless can
break 'sencryptionscheme.As aresult,SCTPoffers

Though current SCTP implementationsuse MD5, the
SCTPspeci cationdoesnot endorseary particularse-
curehashalgorithm. This allows protocolimplementors
to usethestrongestmostef cient algorithmsattheirdis-
posal.Thefactthatthe hashis generatedby andveri ed
by the samehost(the passie host)eliminatesproblems
associatedvith interoperability In the eventthata par
ticular algorithmis found to be cryptographicallyinse-
cure, it may be replacedwith a new one with minimal
effort. Similarly, SCTPimplementationsvith military
encryptionmay seamlesslyntegratewith othermilitary
and/orcivilian SCTPimplementationsvithout wealen-
ing security

3 BENEFITS OF PARTIALL Y-ORDERED
SERVICE

Sincetraditionalprotocoly UDP andTCP)offer only the
extremegqunorderedhndstrictly orderedservice respec-
tively), applicationdeveloperswith needsin between
theseextremesarefacedwith adilemma.lf TCPis cho-
sen,unnecessargerformancgenaltieanustbe paid. If
UDP is chosendevelopersmustbuild their own trans-
portprotocolover UDP to provide theexactserviceghat
areneeded.

A e xible transporprotocoloffering a partially-ordered
serviceis idealfor applicationghatneed e xible control

over the orderingof individual elements. A partially-

orderedservice allows independentApplication Data
Units (ADUS) to be processedut of sequencewhile

still maintaining ordering constraintsbetweenADUs

thatrequiresequentiaprocessingSucha serviceis es-

sentiaffor balancingvariousQoSparametersequiredby

the application,without having to implementa custom
protocolfor eachnew application.

Analysis and simulation have shavn that partially-
orderedtransportservicecan provide improvementsin

throughputdelay andbuffer utilizationfor anormalized
time-scalq10, 11,12].

Thedevelopmenbf aninnovative transporprotocolthat

providesa partially-orderedervice(POCv2)andanap-

plication which usesthe protocol (ReMDoR), demon-
stratedthat the theoreticaladwantagesof a partially-

orderedservicecanbeachievedin practice[3]. A subset
of theseresultsarepresentedh sectiord.

Diot etal. [5] alsoinvestigatedPO serviceswhich they
refer to as “out-of-sequencealelivery”. Their results

enhancegrotectionagainsteplayanddenial-of-service shavedthatout-of-sequencdelivery is bene cial when

attacks.

thefollowing relationshipsold:



where

is paclet transmissiontime (paclet length di-
videdby bitrate)

is roundtrip time

is LossRate

is paclet processingime

Although the resultspresentedn [5] usedexperimen-
tal data,the modelsusedweretoo simpli ed to resem-
ble real network communication. For example, TCP-
friendly connection-orientetransportprotocolsdo not
have a x edwindow sizeasusedin their experiments.

Earlyin 2000,the[ETF beganstandardizing.new TCP-
friendly transporprotocol(SCTP)o pravideaPOtrans-
port service. Giventhat SCTPis a standardgrack pro-

tocol rather than an experimentalacademicprotocol,
it representshe next logical stepfor investigatingPO
transportservices.Additionally, the rst FreeBSDker-

nelimplementatiorof SCTPis nearcompletion.Exper

imenting with a kernel level implementationwill give

usevenmorerealisticexperimentatesultsthanwith the
applicationlevel implementatiorusedin [3]. Therefore,
SCTPwill betheavenuefor fully understandin@Oser

vicesandtheapplicationsvhich usethem.

4 EMPIRICAL RESULTS

Reference[3] includesextensve resultsfrom sixteen
experimentscomparingthe performanceof multimedia
documentretrieval over reliabletransportservicespro-

viding unordered partially-ordered and ordereddeliv-

ery. In this sectionwe presentesultsfrom oneof these
experimentsthat highlight the bene ts we expectfrom

SCTP5spartially-orderedcservice.

ExperimentR1 from [3] comparesordered/reliableser
vice to partially-ordered/réble servicefor retrieval of
adocumenwvith eightimagespresentedn parallel. Ex-
perimentR1 usesthe standardGIF compressiortech-
nique rather than a speci ¢ network consciouscom-
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Figurel: Performancgraph:ExperimenR1.1(9.6kbps
PPPIlink at 10%loss)

pressiontechnique]7, 8]. The GIF formatrequiresor-

dered/reliablelelivery for eachimage,sounordereder

vice cannotbe used.However, partially-orderedservice
canbe usedbecausghe datafor eachimagecanbein-

terleavedin eightparallelstreamsThis experimentuses
theReMDoRapplication[1] in additionto the UTL and
LossyRoutertools developedby the ProtocolEngineer

ing Laboratoryatthe University of Delavare [4].

The hypothesisfor this experimentis that for all loss
rates 0%, partially-ordered/d@ble (PO/R) service
provides,on average betterprogressie displayfor par

allel GIF imageghanordered/reliabl€O/R) service.

Dueto spacdimitations, this paperwill presentonly a
subsebf the experimentakesultsof R1, which we will
referto asExperimenR1.1.ExperimenRR1.1lillustrates
theperformancef PO/RserviceversusO/R service.To
simulatethe low bitrate and high loss associatedvith
battle eld networkssuchasSINCGARS,aPPPconnec-
tionat9.6Kbpswasused and10%pacletlosswasintro-
duced Figurel shavsanaverageperformanceraphfor
ExperimenR1.1.Fromthisgraphwe concludehatthis
setof experimentaldatasupportsthe hypothesisstated
above.

In addition, the resultsof the completeExperimentR1
presentedh [3] shav thefollowing:

At 0% loss,PO/RandO/R have virtually identical
performance.

While bothPO/RandO/R experiencevorseperfor
manceasthelossrateincreasesheperformancef
PO/Rdegradesmoreslowly thanthatof O/R.

At nearly every point in time, on average,PO/R



providesmoredata(shav bothin bytesandpixels)
to theend-user

To provide an end-useiperspectie, Figure2 shaws the
differencebetweerPO/RandO/R performancet a few
samplepointsfor 10%loss. As canclearly be seen at
eachof thesepoints, partially-orderedserviceprovides
betterperformancehantotally-orderedservice. While
humanfactorstudiegwhich we suggesasfuture work)
wouldbenecessarto establistthis scienti cally, we hy-
pothesizahattheinitial delivery of atleasta few pixels
will prove to behighly correlatedwith usersatistction.
Seeingat leastsomeprogresprovideshopeto the user
while seeinga screenthat doesnot changefor a long
periodof time (especiallyablankone)canbediscourag-

ing.

5 CONCLUSION AND FUTURE WORK

Previously, the merits of partial order were theoretical
adwantagegproven by analyticalmodelsand simulation
only. The resultsin this papershav, however, thatap-
plicationsrequiringsucha transportservicedo actually
achiezethebene tsin practice.Until recently partialor-

derhasonly beenmplementedn experimentatransport

(1]

(2]

(3]

[4]

[5]

(6]

[7]

(8]

9]

(10]

protocolsfor researctpurposesbut thetelecommunica- [11)

tion industryis now interestedthe new and upcoming
transportprotocolwhich supportspartial order namely
SCTP

Theresearchersf the Universityof Delavare's Protocol
EngineeringLaboratoryin collaborationwith Temples

NetLabresearcherareinvestigatingSCTP We planto

evaluatetheperformancef SCTPwhenusedor stream-
ing real-timemultimediaand other partial order bene-
ting applications.Additionally, we planto investigate
the mobility bene ts gainedby exploiting SCTPS mul-

tihoming features.Our goalis to develop anintegrated
multimediatransportprotocolto t the needsof future

armynetworks.

6 DISCLAIMER

The views and conclusionscontainedin this document
are thoseof the authorsand shouldnot be interpreted
asrepresentindhe of cial policies,eitherexpressedr
implied of the Army ResearcH._aboratoryor the U.S.
Government.
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